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Core IP Settings: IP Address, Subnet Mask, Gateway




Core IP Settings: IP Address

Devices on the Local Area Network (LAN) are contacted directly.

LAN

192.168.0.101 A network connection is
- also known as a “session’.

Ser\‘/er/\ A “client” initiates a connection.

A “server” accepts a connection.

| Easy to remember if you consider
192.168.0.52 SWITCH web client and server.




Core IP Settings: Gateway (Router)

Devices on the Local Area Network (LAN) are contacted directly.
Devices on the Wide Area Network (WAN) are reached through the router.

LAN

SWITCH




Core IP Settings

How does a device know to connect
on the LAN or through the Gateway?

IP Address & Subnet Mask



Core IP Settings: Subnet Mask & Gateway

If the Destination is on the LAN:

Access the devices directly on the local network switches.
The router is not involved in this connection.

Otherwise:

The destination IP address is passed to the Gateway (Router).
Similar to dialing “O” for the operator.

IP Address: 192.168. 10. 11
Subnet Mask: 255.255.255. O

LAN Range: 192.168. 10. xxx




Quiz: Subnet Mask

IP Address: 192.168. 10. 11
Subnet Mask: 255.255.255. 0
LAN Range: 192.168. BEUAE XXX

Are these sought on the LAN or through the Gateway?

192.168.10.18 ...  LAN
18.231.109.77 ...  Gateway (WAN)
192.168.1.113 ...  Gateway (WAN)



Core IP Settings: Subnet Mask

IP Address: 192.168. 10. 11
Subnet Mask: 255.255.255. O
LAN Range: 192.168. 10. xxx
IP Address: 10. 0. 1. 11
Subnet Mask: 255.255.255. O
LAN Range: 10. 0. 1. xxx




Core IP Settings: Subnet Mask

|P Address: 192.168. 10. 11
Subnet Mask: 255.255.255. O
LAN Range: 192.168. 10. xxX
|P Address: 192.168. 10. 11
Subnet Mask: 255.255. 0. O
LAN Range: 192.168. XXX. XXX




Core IP Settings: Subnet Mask

Residential: 255.255.255. O
Dante Audio Default: 255.255. 0. O

Internet Service Provider: 255.255.255.248
Corp Network: 255.255.252. O



Core IP Settings: Subnet Mask

There are 10 types of —
people in the world: — .

those who understand binary,
and those who don't.



Core IP Settings: 32-bit Addresses

We call this “dotted-quad” or “dot-decimal” notation.

192 : 168 : 1 ; 12
1100 0000 . 1010 1000 . 0000 0001 . 0000 1100

Dotted Quad Notation: 192.168.1.12

Value Range of Each Field: 0 — 255 (8 bits)

4 fields x 8 bits each: 32-bit address



Core IP Settings: 32-bit Addresses

IP Address and Subnet Mask are 32-bit numbers.
Subnet Mask defines significant binary digits.

192 : 168 : 1 . 12
1100 0000 . 1010 1000 . 0000 0001 . 0000 1100

255 ) 255 . 255 : 0
111117111 911111111 811111111 5 0000 0000
192 . 168 : 1 . X
1100 0000 ® 1010 1000 § 0000 0001 B XX Xxxx




Core IP Settings: Subnet Mask Length

This LAN range setting is commonly abbreviated:
192.168.1.12 /24

192 : 168 : 1 . 12
1100 0000 . 1010 1000 . 0000 0001 . 0000 1100

255 ) 255 . 255 : 0
111117111 911111111 811111111 5 0000 0000
192 . 168 : 1 . X
1100 0000 ® 1010 1000 § 0000 0001 B XX Xxxx




Core IP Settings: Subnet Mask Length

You can break the mask “mid-field”:
192.168.0.12 /22

192 : 168 : 1 . 12
1100 0000 . 1010 1000 . 0000 0001 . 0000 1100

255 ) 255 . 252 . 0
111111119 11111111 811111100 8 OO0O0 0000
192 . 168 . 0-3 . X
1100 0000 g 1010 1000 m 0000 O0xx W »XXXX XXXX




Core IP Settings: Subnet Mask Length

You can break the mask “mid-field”:
192.168.26.12 /22

192 : 168 : 26 : 12
1100 0000 . 1010 1000 . 0001 1010 . 0000 1100

255 255 Y
11111111 f 12111 1121 f 1111 1100 § 0000 0000

) 0
192 . 168 24-27 X
1 1010 1000 B 0001 10xx M XXXX XXXX

1100 0000




Core IP Settings: Subnet Mask Length

The Subnet Mask has a Length.
A String of Binary 1’s, then Binary 0’s.

192 : 168 : 26 : 12
1100 0000 . 1010 1000 . 0001 1010 . 0000 1100

255 . 255 . 255 . 0
11111111 ¢ 11111111 811111111 § 0000 0000




Core IP Settings: Subnet Mask Length

The Subnet Mask has a Length.
A String of Binary 1’s, then Binary 0’s.

192 : 168 26 : 12
1100 0000 . 1010 1010 . 0000 1100

255 . 5 . 0
11111111 g 000C '000_ "11 (111 § 0000 OOCO




Core IP Settings: Subnet Mask Length

The Subnet Mask has a Length.
A String of Binary 1’s, then Binary 0’s.

192 : 168
1100 0000 . 1010 1010 . 0000 1100

255 . : 0
1111 1111 g 4 0000 0000

26 : 12




Core IP Settings: Subnet Mask Valid Values
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Reserved LAN Ranges




Ponder This...

Can this laptop connect to this server?
http://192.168.0.251/

LAN

SWITCH




Reserved LAN Ranges

These are reserved for your LAN use.

192.168.

10.
172.16-31. . Dante Secondary (172.31.X.X)
169.254. . Link Local, Dante Primary




Addresses to Avoid

Addresses that often have meaning or a role.

0 Network ldentifier

1 Commonly Used For Router
254 or Network Infrastructure
255 Broadcast Address




Quiz: Valid IP Ranges

Are These Valid LAN Addresses?

192.168. 10. O ... No: Avoid 0 or 255 In last field.



Quiz: Valid IP Ranges

Are These Valid LAN Addresses?

10.255. 0. 15 ... Yes.



Quiz: Valid IP Ranges

Are These Valid LAN Addresses?

172. 26. 0. 1 ... Maybe: Could be Router.



Quiz: Valid IP Ranges

Are These Valid LAN Addresses?

192.169.150. 11 ... No: Notin a LAN range.
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DNS (Domain Name Service)
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DNS: Multi Layer Look-Up

If everything is run by IP Addresses,
how do | get to a web site?

https://www.audinate.com/certify/

Server Domain Name or IP Address




DNS: Multi Layer Look-Up

If everything is run by IP Addresses,
how do | get to a web site?

www.audinate.com

L/
45.33.44.50




DNS: Multi Layer Look-Up

Internet Protocol Version 4 (TCP/IPwd) Properties > . .
= DNS (Domain Name Service)
Resolves names to |IP Addresses
Cbtain DNS server address automatically
Obtain DNS server address automatically |:§:| I_,IEE 'H_|E 'FI:I"I:Ili'I.'lng DNS cerver addrEEEEE:
(®) Use the follawing DNS server a ddresses :
:lt:eb:g’:: EEEEEE :1:2'1:8' : ' : : Preferred DNS server: 192 . 168 . 0 . 7
[ validate settings upon exit EE—— Alternate DNS server: a .8 .8 ., 8
Cancel




DNS: Multi Layer Look-Up

avtech.ddm
resolves to
192.168.0.9

What is the IP for
avtech.ddm?

DNS Servers: 192.168.0.7 =
8.8.8.8




DNS: Multi Layer Look-Up

http://192.168.0.9/

&

DNS Servers: 192.168.0.7
8.8.8.8




DNS: Multi Layer Look-Up

What is the IP for
www.audinate.com?

DNS Servers: 192.168.0.7 =
8.8.8.8




DNS: Multi Layer Look-Up

[
www.audinate.com

resolves to
45.33.44.50

What is the IP for
www.audinate.com?

DNS Servers: 192.168.0.7 .
8888 « ™ o
=
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8.8.8.8

http://45.33.44.50/

DNS Servers: 192.168.0.7 =




DNS: Multi Layer Look-Up

et Protocl Version 4 (1CP/ P Propertics x Gateway & DNS Server can be the same address?

General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(@) Uge the following IF address:

IF address: | 192.168. 0 . 64 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: |192.168. 0 . 1 |
Default gateway: 192.168. 0 . 1
Obtain DMS server address automatically
(®) Use the follawing DNS server addresses:
Preferred DNS server: | 192 168 . 0 . 1 |
Alternate DMS server: | . . . |
D'li'ahdate Setﬁngs upan exit .ﬁ.d'u'am:ed... Ereferred DNS server: 192 . 168 . 0 . 1

Cancel




A “Wireless Router” Serves Many Functions

Typical Home Wireless Router: Router:
((( )) LAN WAN

SWITCH




“Wireless Router” Serves Many Functions
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DNS Caching

Typical Home Wireless Router:

D -

Also Includes:

- DHCP Server
- VPN (Remote Login)
- DNS Resolution & Caching

SWITCH
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What is the IP for
www.audinate.com?

DNS Servers: 192.168.0.1




DNS Caching

What is the IP for
www.audinate.com?

DNS Servers: 192.168.0.1 .jj
|,¥




DNS Caching

[
www.audinate.com

resolves to
45.33.44.50

What is the IP for
www.audinate.com?

DNS Servers: 192.168.0.1 .jj
1,\¥




DNS Caching

www.audinate.com
resolves to
45.33.44.50




DNS Caching

http://45.33.44.50/

DNS Servers: 192.168.0.1 ‘.jq
1‘\—’_




DNS Caching

\
www.audinate.com

resolves to
45.33.44.50

-

What is the IP for
www.audinate.com?




DNS Caching




DNS Resolution — Network Is Very Large

1 — Local Names

2 — Internet Names




DNS Summary

Domain Name Service

i

e DNS is like a phone book, resolving Domain Names to IP Addresses
e There can be many DNS servers — your system defines them by priority
e The process returns first answer it sees — not a voting system.

e | ocalized devices cache the names of common sites for speed
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DHCP and Link Local
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Automatic IP Addressing: DHCP

Internet Protocol Version 4 (TCP/IPvd) Properties

General

You can get IP settings assigned automatically if vour network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Uge the following IP address:

IF address: | 192.168. 0 . 64 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: |192.168. 0 . 1 |

Obtain DMS server address automatically

(®) Use the following DMS server addresses:

Preferred DMS server: | 192 .168. 0 . 1 |

Alternate DMS server; | . . . |

[ ] validate settings upon exit Advanced...

Cancel

DHCP Automatically Assigns:

- IP Address

- Subnet Mask |
- Gateway
- DNS

_

Different on each device

The same on all devices



Automatic IP Addressing: DHCP

Internet Protocol Version 4 (TCP/IPvd) Properties
General

You can get IP settings assigned automatically if vour network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Uge the following IP address:

IF address: | 192.168. 0 . 64 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: |192.168. 0 . 1 |

Obtain DMS server address automatically

(®) Use the following DMS server addresses:

Preferred DMS server: | 192 .168. 0 . 1 |

Alternate DMS server; | . . . |

[ ] validate settings upon exit Advanced...

Cancel

DHCP Settings:

IP Range: |IP addresses to hand out:

192.168.0.1100 | to
192.168.0.| 254

DHCP Lease Time: Configuration “Time to Live”:
e.g. — 24 hours
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ROUTER & DHCP
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51 - Static




Automatic IP Addressing: DHCP

101 2020-06-16 09:30 AA.BB.CC.DD.EE.O1

ROUTER & DHCP

101 — 9:30am 51 - Static



Automatic IP Addressing: DHCP

101 2020-06-16 09:30 AA.BB.CC.DD.EE.O1

ROUTER & DHCP

101 — 9:30am ? 51 - Static



Automatic IP Addressing: DHCP

101 2020-06-16 09:30 AA.BB.CC.DD.EE.O1
102 2020-06-16 09:40 AA.BB.CC.DD.EE.O02

ROUTER & DHCP

101 — 9:30am 102 — 9:40am 51 - Static



Automatic IP Addressing: DHCP

101 2020-06-16 09:30 AA.BB.CC.DD.EE.O1
102 2020-06-16 09:40 AA.BB.CC.DD.EE.O02

ROUTER & DHCP

101 — 9:30am 102 — 9:40am ? 51 - Static



Automatic IP Addressing: DHCP

101 2020-06-16 09:30 AA.BB.CC.DD.EE.O1
102 2020-06-16 09:40 AA.BB.CC.DD.EE.O02
103 2020-06-16 09:45 AA.BB.CC.DD.EE.O3

ROUTER & DHCP

101 — 9:30am 102 — 9:40am 103 — 9:45am 51 - Static



Automatic IP Addressing: DHCP

101  2020-06-16 09:30  AA.BB.CC.DD.EE.O1
» 102  2020-06-16 09:40  AA.BB.CC.DD.EE.02
103 2020-06-16 09:45  AA.BB.CC.DD.EE.03

ROUTER & DHCP

101 — 9:30am ? 103 — 9:45am 51 - Static



Automatic IP Addressing: DHCP

101  2020-06-16 09:30  AA.BB.CC.DD.EE.O1
» 102  2020-06-16 13:05  AA.BB.CC.DD.EE.02
103 2020-06-16 09:45  AA.BB.CC.DD.EE.03

ROUTER & DHCP

101 — 9:30am 102 — 1:05pm 103 — 9:45am 51 - Static



Automatic IP Addressing: DHCP

101 2020-06-16 09:30 AA.BB.CC.DD.EE.O1
102 2020-06-16 13:05 AA.BB.CC.DD.EE.O02
103 2020-06-16 09:45 AA.BB.CC.DD.EE.O3

ROUTER & DHCP

101 — 9:30am 102 — 1:05pm 51 - Static



Automatic IP Addressing: DHCP

101 2020-06-16 09:30 AA.BB.CC.DD.EE.O1
102 2020-06-16 13:05 AA.BB.CC.DD.EE.O02
103 2020-06-16 09:45 AA.BB.CC.DD.EE.O3
ROUTER & DHCP 104 2020-06-16 15:10 AA.BB.CC.DD.EE.O4

101 — 9:30am 102 — 1:05pm .104 — 3:10pm 51 - Static



Automatic IP Addressing: DHCP

101 2020-06-16 09:30 AA.BB.CC.DD.EE.O1
102 2020-06-16 13:05 AA.BB.CC.DD.EE.O02
103 2020-06-16 09:45 AA.BB.CC.DD.EE.O3
ROUTER & DHCP 104 2020-06-16 15:10 AA.BB.CC.DD.EE.O4

101 — 9:30am 102 — 1:05pm .104 — 3:10pm 51 - Static



Automatic IP Addressing: DHCP

101 2020-06-17 09:30 AA.BB.CC.DD.EE.O1
102 2020-06-16 13:05 AA.BB.CC.DD.EE.O02
103 2020-06-16 09:45 AA.BB.CC.DD.EE.O3
ROUTER & DHCP 104 2020-06-16 15:10 AA.BB.CC.DD.EE.O4

101 — 9:30am 102 — 1:05pm .104 — 3:10pm 51 - Static



Automatic IP Addressing: DHCP

What If there 1s no DHCP Server?

Most Devices Revert to “Link Local”



Automatic IP Addressing: Link Local

Internet Protocol Version 4 (TCP/IPvd) Properties

General

You can get IP settings assigned automatically if vour network supparts
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

() Obtain an IP address automatically
(@) Uge the following IP address:

IF address: | 192.168. 0 . 64 |

Subnet mask: | 255 .255.255. 0 |

Default gateway: |192.168. 0 . 1 |
Obtain DMS server address automatically

(®) Use the following DMS server addresses:

Preferred DMS server: | 192 .168. 0 . 1 |

Alternate DMS server; | |

[ ] validate settings upon exit Advanced...

Cancel

Link Local Automatically Assigns:

IP Address
Subnet Mask

The goal is to allow devices to communicate on a LAN.

169.254.0.0 /16

Link Local Does Not Deal With:

Gateway
DNS



Automatic IP Addressing: DHCP

If DHCP Looks Like This...

ROUTER & DHCP

192.168.0.101 ? 192.168.0.103 192.168.0.51



Automatic IP Addressing: DHCP

Link Local Looks Like This...

ARP “whohas” Request (Broadcast): 169.254.51.137

“Is anyone using 169.254.51.1377?"

ML —Y =

169.254.51.137 ? 169.254.14.81 192.168.0.51




Automatic IP Addressing: DHCP

Link Local Looks Like This...

ARP Response (Unicast):

“Yes, I'm using 169.254.51.137."

o Bl =

169.254.51.137 ? 169.254.14.81 192.168.0.51




Automatic IP Addressing: DHCP

Link Local Looks Like This...

ARP “whohas” Request (Broadcast): 169.254.80.12

“OK, is anyone using 169.254.80.127”

ML —Y =

169.254.51.137 ? 169.254.14.81 192.168.0.51




Automatic IP Addressing: DHCP

Link Local Looks Like This...

“No one responded. Possession is nine-tenths of the law, so I'll use this address.”

PR =

169.254.51.137 169.254.80.12 169.254.14.81 192.168.0.51
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TCP vs UDP
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TCP vs UDP Traffic

e TCP traffic is like “Signature Required” mail
The sender gets notification that the message was received.

W

(1

e UDP traffic is like “First Class” mail
Place envelope in mailbox and trust it gets delivered.

Does that mean UDP is less reliable?

No, it is a different tool for a different job.




TCP vs UDP Traffic

e TCP traffic is like “Signature Required” mail
The sender gets notification that the message was received.

)
{

e TCP Is appropriate for internet traffic where:
- Communications are likely to be interrupted (internet),
- Missing a packet invalidates data (ftp download) or
- Timely delivery is a convenience, not a necessity.

e Problems with TCP for media:

- If the packet was dropped, what is the time out on waiting for a confirmation?
- Creates additional overhead, increasing likelihood of a problem.



TCP vs UDP Traffic

e UDP traffic is like “First Class™ mail
Place envelope in mailbox and trust it gets delivered.

e UDP Is appropriate for internet traffic where:
- Communications are not likely to be interrupted (LAN),
- Missing a packet in sequences can be overcome (error correction) or
- Timely delivery or low overhead is key

e Devices can track network performance:
- Managed switches and endpoints can log unhandled or missing packets



Verifying UDP Delivery

¥00A-MainHall-10-5tgL-Ri8D @ 250 us:

Setting:
250 usec

Peak:
104 usec [ 104 usec

Average:
104 usec { 104 usec

Late:
ofo
Duration:
00:00:28




Verifying UDP Delivery

dul SG300-10PP 10-Port Gigabit Pof X =

- C (@ Notsecure | 192.168.1.254/cse3aaadel/home.htm or vt e :

] S save cisco. Language: [
cisco SG300-10PP 10-Port Gigabit PoE+ Managed Switch

Getting Started

Statistics

DACS e coonn oot deanc e il

System Summary | Refresn Rate: | No Refresh v

Interface —
Etherlike RMON Statistics Table

GVRP Filter: Interface Type equals to | P

802.1x EAP
ACL Interface Bytes Broadcast Packets = Multicast Packets | CRC &Align | Undersize Frames of Frames of Frames of Frames of

TCAM Utilization Received Received Received Errors Packets 128 to 255 Bytes | 256 to 511 Bytes | 512 to 1023 Bytes | 1024 Bytes or More
GE1 206238 78 873 699 87 8 10
GE2 646277 4262 76 4188 2208 10 74
GE3 107616242 1235973 78 1235895 1235325 524 79
GE4

o
=1
3
@
)
@

History
Events
Alarms
» View Log GE5
Administration GE6

0
0
0
Port Management GE7 0
0
0

Smartport GES8

0 0O QO 0O 0 0 0o O o
(- T~ R — B -~ R - S — R — 2 - ]

0
0
0
0
0
0

VLAN Management GEg9

o 0 0 O 0O 0 0o 0o o O
00 00 00 0 o O
o0 0O 0O 0O 0 o0 o o .o
QIR O B 0D 0 B O D
o 0O O O o 0O o o o ©

Spanning Tree . GE10 510448
MAC Address Tables
Multicast

(=]

3925
Clear Interface Counters Clear All Interfaces Counters j View | Refresh

1239802

IP Configuration
© 2010-2014 Cisco Systems, Inc. All Rights Reserved.




AV, " VAVAVAVAVAVAVAY. V4

Music Festival: 48 bands in 3 days...
O network problems.



Use Case Scenario:

Production Desk Main PA
FoH Position Yamaha CL1 Mixing Consoles Nexo STM Mains

Stageboxes

64 Inputs for Band A

Monitor Position 64 Inputs for Band B
(2) Consoles - Band A & Band B

Monitor PA

Nexo 45N12 Wedges
Nexo PS15/L.S18 Side Fills
Yamaha NXAMP Amps
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Unicast, Multicast and Broadcast
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Distribution: Unicast, Multicast and Broadcast

Unicast is like First Class Mall
One-to-One Transmission, Can Be Routed




Distribution: Unicast, Multicast and Broadcast

Unicast is like First Class Mall
Unicast Can Create a Burden on Trunk Lines

SWITCH




Distribution: Unicast, Multicast and Broadcast

Broadcast Is like Junk Mail by Zip Code

One-to-All (In Broadcast Domain) - Does Not Cross a Router

‘ SWITCH

SWITCH




Distribution: Unicast, Multicast and Broadcast

Multicast w/ IGMP is like a Magazine Subscription
One-to-Many Transmission, Does Not Cross Router (By Default)

L ﬁ’

SWITCH




Distribution: Unicast, Multicast and Broadcast

Multicast w/ IGMP is like a Magazine Subscription
One-to-Many Transmission, Does Not Cross Router (By Default)

B
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SWITCH




Distribution: Unicast, Multicast and Broadcast

Multicast w/ IGMP is like a Magazine Subscription
One-to-Many Transmission, Does Not Cross Router (By Default)

‘ SWITCH

SWITCH




Distribution: Unicast, Multicast and Broadcast

e Subscription Is made to a Multicast IP Address
Range: 224.0.0.0/4

e IGMP Snooping is the bit that manages the subscriptions:
- Without IGMP Snooping, Multicast behaves like Broadcast
- All switches would have IGMP Snooping Engaged
- There should only be one IGMP Querier on the network

e IGMP Snooping v2 or v3:

- Dante will work at v2 or v3.
- Some other systems are still testing with v3 compatibility.



Distribution: Unicast, Multicast and Broadcast

Multicast w/ IGMP Snooping
IGMP Snhooping Sends Stream Data to Subscribers Only

B

: e
—B-

SWITCH




Distribution: Unicast, Multicast and Broadcast

Multicast w/o IGMP Snooping
Without Subscription Lists, Data Is Sent to All Ports (like Broadcast)

‘ SWITCH

SWITCH




Distribution: Unicast, Multicast and Broadcast

e Can we mix brands of switches with IGMP Snooping?
You can, but you shouldn’t. Sticking with a brand will more likely
have the same default values for better compatibility, it might
auto-negotiate an IGMP Snooping querier and offer consistent

management screens for set-up.

e \What if multiple devices transmit to the same |IP address?
Devices subscribing to that stream will receive all contributions.
This can be used for good — like with mDNS “Discovery”



Distribution:

Unicast, Multicast and Broadcast

e \What Iif a network involves switches with and without IGMP?
Switches with IGMP Snooping will control Multicast distribution.
Switches without IGMP Snooping will flood Multicast that enters it.

TX Step 1 — Stream is created
v
NO NO NO NO
IGMP | IGMP ' IGMP IGMP
\AAA/ \AAA/



Distribution: Unicast, Multicast and Broadcast

e \What Iif a network involves switches with and without IGMP?
Switches with IGMP Snooping will control Multicast distribution.
Switches without IGMP Snooping will flood Multicast that enters it.

TX Step 2 — Stream is Requested, Scenario 1
v
NO NO NO NO
IGMP | IGMP ' IGMP IGMP
\AAA/ \AAA/
RX



Distribution:

Unicast, Multicast and Broadcast

e \What Iif a network involves switches with and without IGMP?
Switches with IGMP Snooping will control Multicast distribution.
Switches without IGMP Snooping will flood Multicast that enters it.

TX Step 2 — Stream is Requested, Scenario 2
v
NO NO NO NO
IGMP | IGMP ' IGMP IGMP
\AAA/ \AAA/ v
RX



Distribution:

Unicast, Multicast and Broadcast

e \What Iif a network involves switches with and without IGMP?
Switches with IGMP Snooping will control Multicast distribution.
Switches without IGMP Snooping will flood Multicast that enters it.

TX
v
NO NO
cMP | ¥ | IomP
222 YWy

Step 2 — Stream is Requested, Scenario 3

— JElViz —>

NO
IGMP

\AAA/

NO
e GMP IGMP
v
RX




Distribution: Unicast, Multicast and Broadcast

e \What Iif a network involves switches with and without IGMP?
Switches with IGMP Snooping will control Multicast distribution.
Switches without IGMP Snooping will flood Multicast that enters it.

e Does multicast cross a router?
By default, no. But where there is a will, there is a way.

e How much multicast can a network handle?
Watch the CPU load on your switch. But generally, it can move a lot...




Use Case Scenario

Multicast In Use

ON AIR In 2012, a well-known late-night night talk show’s
audio production was done 100% Dante.

Approx. 150 stage channels were distributed by
multicast, reaching up to 9 key destinations.

Cisco SG300 Switch CPU load was approx. 20%

Harvey, S. (2014, 01 01). The Future of TV Workflow: Dante Networking for “The Arsenio Hall Show”.



https://www.mixonline.com/sfp/future-tv-workflow-dante-networking-arsenio-hall-show-369327
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QoS (Quality of Service)




QoS: Quality of Service

e If many data packets need to

go out a single port, they
gueue up.
e QoS allows us to prioritize
some packets, similar to
Q priority status on an airline.

Priority Priority Priority Priority

“Best Effort” Low  Medium High
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e If many data packets need to

go out a single port, they
gueue up.
e QoS allows us to prioritize
some packets, similar to
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QoS: Quality of Service

e If many data packets need to

go out a single port, they
gueue up.
e QoS allows us to prioritize
some packets, similar to
Q Q priority status on an airline.

Priority Priority Priority Priority

“Best Effort” Low  Medium High




QoS: Quality of Service

e If many data packets need to

go out a single port, they
gueue up.
e QoS allows us to prioritize
some packets, similar to
Q Q priority status on an airline.
e Prioritizing some means

Priority Priority Prior.ity Pri-ority de-prioritizing OtherS.
“Best Effort” Low  Medium High




QoS: Quality of Service

Best Effort Low High

Other Control Clock
8 (CS1) 56 (CS7)

&)

T/

———— Dante Uses 3 Priority Queues
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QoS: Quality of Service

Ciueue 1 has the lowest priority, queue 4 has the highest priority.

108



Qo0S: Types of QoS

e Qo0S (e.qg. Diffserv) is Class Based
Specify what is important
Timing is relative
Easy to implement — you can mix switches with and without QoS

e Alternative is Reservation Based
Specify how much, how often — then decide if it is possible
Timing is absolute
Complex to implement — reservations must be present the whole way or no link




Qo0S: Types of QoS

e Neither is magic — they do not generate additional bandwidth
The best QoS is more bandwidth
Prioritizing some traffic means de-prioritizing others
“If everyone is important, then no one is.”

e QoS can help when...
Running a converged network, protecting against peaks from lower-priority bandwidth.
Links are approaching 70% saturation or more.
Using slower (100Mbit) links.

e \When using QoS, use “Strict Priority”
Strict Priority always serves the most important class
Weighted Round Robin serves queues by weighted averages
Shaped Round Robin serves by statistical analysis




Use Case Scenario
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Use Case Scenario

Dante-MY16-AUD

Primary Secondary

IN USE/ | |- . | , 1 LINK/ C(llll'aNBl”
CONDUCTOR |l lI ACTIVITY
PRIMARY 17— | 1 SERGE SECONDARY

Serial

[ e—
i “ -,°
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Use Case Scenario

2014 - MADante"

PP
=
=)




Use Case Scenario
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VLANSs and Trunk Implications
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What 1s a LAN?

A LAN Is a group of devices that can communicate.




What 1s a LAN?

A LAN Is a group of devices that can communicate.

ROUTER

SWITCH
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What 1s a VLAN?

A VLAN simulates isolated networks in one switch

VLAN 1 VLAN 2

You do not have to offer the same number of ports
per VLAN — you can assign the quantity you need.




What 1s a LAN?

ROUTER

—— I'lIIllI"
b

SWITCH SWITCH
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What is “Non-Blocking Architecture”?

“Non-Blocking Architecture” means the switch is
not the bandwidth bottleneck — the port/cable is.

20 ports x 1 Gbit x 2 Directions = 40 Gbit Backplane




What is “Non-Blocking Architecture”?

Cisco SG350X-24P 26X 1Gbit Ports 2X 10Gbit Ports

26 ports x 1 Gbit x 2 Directions 52 Gbit
2 ports x 10 Gbit x 2 Directions = 40 Gbhit

92 Gbit backplane




What 1s a Trunk?

A Trunk Line 1s a link Between Switches

20Gbit by 20Gbit Backplane t—}{{—ﬂ{% - H -

1Gbit by 1Gbit Link

20Gbit by 20Gbit Backplane === H H{ ==




What 1s a Trunk?

A Trunk Line 1s a link Between Switches

A W s o o ¥

20Gbit by 20Gbit Backplane t—}{{—ﬂ{% - H -

Second link creates a problem with STP. &

20Gbit by 20Gbit Backplane [—I—H—:{% H H =




Spanning Tree Protocol (STP)

STP Prevents “Loops” in the Network
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STP Prevents “Loops” in the Network




Spanning Tree Protocol (STP)

STP Prevents “Loops” in the Network




Spanning Tree Protocol (STP)

STP Prevents “Loops” in the Network




Spanning Tree Protocol (STP)

This Endless Loop is Called a "Broadcast Storm”




Spanning Tree Protocol (STP)

STP Creates a “Dormant Link”

Dormant Link




Spanning Tree Protocol (STP)

STP Can Be a Form of Redundancy




Spanning Tree Protocol (STP)

STP Can Be a Form of Redundancy

| This process can &
| take 60 seconds. :




Link Aggregation Group (LAG)

Link Aggregation Group Solves the Loop Problem

Clseo B -
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—
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™ |t
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Multiple VLANSs on a Trunk

Can we do this?

VLAN 1 VLAN 2




Multiple VLANs on a Trunk

No — STP is not “VLAN aware’.
VLAN 1




Multiple VLANSs on a Trunk




Multiple VLANs on a Trunk

Create a Trunk with Tagged VLANS
VLAN 1

Clseo & T
I A "w A LA ¥ v A "e W =» 157 w
8 —%% ’7 | :
. — — e __ -
> N v " v
0 00 jablt Marag wt

o
receiver knows where to send them. VLAN 1 [ VEANE ' { ,/

ailrat), 4. " !

Packets are “tagged” so they know the




Multiple VLANs on a Trunk

Create a Trunk with Tagged VLANS

Tags are stripped before sending them
to devices so process is transparent.

CisSCO




Multiple VLANs on a Trunk

The “Untagged” VLAN on a Trunk
VLAN 1

Clseo & T
I A "w A LA ¥ v A "e W =» 157 w
i —%% ’7 | :
. — — e __ -
) . v . v
0 00 jablt Marag wt

s

Create one VLAN as untagged, so a

maintenance PC can be connected. VLAN 1 VLAN 2 - ] Y

T e 1800 Ei 7




Multiple VLANs on a Trunk

Combine Ideas — a LAG of Trunk Lines

VLAN 1
H—H—HH—JHP :

LAG
VLAN 1 VLAN 2

&fH—H—EHP
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Network Ports: https://www.audinate.com:443
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HOW DO WE MANAGE SO MANY CONNECTIONS AT ONCE?




APPLICATION ADDRESSES

~N

User asked for:
http://www.youtube.com/

I'll look up it's internet
IP Address on DNS.
(Domain Name Service)

>



http://www.youtube.com/

APPLICATION ADDRESSES

Hello DNS (8.8.8.8:53),

Yes. | show
www.youtube.com
at 172.217.23.14

Do you know the
|P address for:
www.youtube.com?

Public
Internet



http://www.youtube.com/
http://www.youtube.com/

APPLICATION ADDRESSES

Better write that one
down in my address
book so | don’t have
to ask again.




APPLICATION ADDRESSES

Hi 172.217.23.14:443,
can you call me back at
192.168.1.23:536187

Public
Internet



APPLICATION ADDRESSES
Kat videos

please!

Hello
192.168.1.23:53618
What can | do for you?

Public
Internet



APPLICATION ADDRESSES

Public
Internet



APPLICATION ADDRESSES

« The same process repeats for every application
« Each application has its own unigue Internal (port) address

Application Local Port Remote IP Remote Port

Youtube TCP 53618 172.217.23.14 TCP 443
Facebook TCP 53653 31.13.92.36 TCP 443
Outlook TCP 67123 105.40.225.204  TCP 389

Spotify TCP 57453 194.132.198.198 TCP 443




APPLICATION ADDRESSES

* The same process repeats for every application
* Each application has its own unique Internal (port) address
* Dante networks do this as well.

Application Local Port Remote IP Remote Port

UDP 53618 224.0.1.129 UDP 319
Audio Flow UDP 14340 192.168.1.56 UDP 14390
Audio Flow UDP 14350 192.168.1.60 UDP 14367

Gain control UDP 50135 192.168.1.56 UDP 50231
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Dante Discovery




Dante Discovery

e Dante uses mDNS to discover devices on the network.

The “m” stands for multicast.
Subscription Address/Port: 224.0.0.251:5353

192.168.0.91 /24

Beam Forming Ceiling Mic

,) 192.168.0.92 /24

iiq 192.168.0.93 /24

Subscribe to
224.0.0.251:5353

192.168.0.101 /24

192.168.0.81 /24
192.168.0.82 /24

SWITCH

DSP & Amp

Zoom Conferencing




Dante Discovery

e Dante uses mDNS to discover devices on the network.
The “m” stands for multicast.

Subscription Address/Port: 224.0.0.251:5353 @

) ROUTER 192.168.0.91 /24
192.168.0.101 /24

B vl \E & » 192.168.0.92/24

iiq 192.168.0.93 /24

Beam Forming Ceiling Mic

192.168.0.81 /24
192.168.0.82 /24

SWITCH

DSP & Amp

Zoom Conferencing

MDNS discovery populates core device info.
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Dante Discovery

e Dante uses mDNS to discover devices on the network.

The “m” stands for multicast.
Subscription Address/Port: 224.0.0.251:5353

& Dante Controller - Network View — [ *

File Device View Help

1) 2 @ %

]
Ty
EEE

@| |i|| @ | ﬁl| Grand Master Clock: HuddlelUSE 9

Device Model Product Dante Device Primary Primary Secondary Secondary
Name Name Version Version Lock Address Link Speed Address Link Speed

ConferenceMic e
HuddleMic
HuddleUSB

Portand-Conf-RM
W

P s L Unmanaged Multicast Bandwidth: 0bps Eventlog: l Clock Status Monitor: [




Dante Discovery

e Dante API then takes over, getting more details.

@

Further queries are unicast.

ROUTER 192 168 O 91 /24

Beam Forming Ceiling Mic

& . 192168.0.92/24

iiq 192.168.0.93 /24

192.168.0.101 /24

192.168.0.81 /24
192.168.0.82 /24

SWITCH

DSP & Amp

Zoom Conferencing

Dante Controller uses unicast Dante API to learn more.




Dante Discovery

e Dante API then takes over, getting more details.

3

Further queries are unicast.

ROUTER 192.168.0.91 /24

Beam Forming Ceiling Mic

& . 192168.0.92/24

iij 192.168.0.93 /24

192.168.0.101 /24

192.168.0.81 /24
192.168.0.82 /24

SWITCH

DSP & Amp

Zoom Conferencing

Dante Controller uses unicast Dante API to learn more.




Dante Discovery

e Dante API then takes over, getting more details.
Further queries are unicast.

& Dante Controller - Network View — [ *

File Device View Help

1) 2 @ %

]
Ty
EEE

@| |i|| @ | ﬁl| Grand Master Clock: HuddlelUSE 9

Device Model Product Dante Device Primary Primary Secondary Secondary
Name Name Version Version Lock Address Link Speed Address Link Speed
ConferenceMic ATMDSY1 1.0.0 4.0,10.2 |:| 10,11.10,131  100Mbps M/A M A ES
HuddleMic ATMDSY1 1.0.0 4.0.10.2 |:| 10.11.10.189  100Mbps M A M A

HuddleUSB ANTIO-USE 1.1.2 4.1.7.1 |:| 10.11.10.163  100Mbps M A M A
Portland-Conf-RM  Dante Virtual Soundcard  4.0.4.4 4.0.4.4 [] 10.11.10.9 1Gbps MJA MfA

W

P s L Unmanaged Multicast Bandwidth: 0bps Eventlog: l Clock Status Monitor: [




Dante Discovery - Troubleshooting

3

ROUTER 192.168.0.91 /24

Beam Forming Ceiling Mic

& . 192168.0.92/24
SWITCH

iiq 192.168.0.93 /24

Dante Controller

10.0.15.81 /24
10.0.15.82 /24

DSP & Amp

Zoom Conferencing




Dante Discovery - Troubleshooting

Subscribe to J

224.0.0.251:5353 192.168.0.91 /24

Beam Forming Ceiling Mic

DantCtIer \
E & . 192168.0.92/24

iiq 192.168.0.93 /24

Zoom Conferencing

10.0.15.81 /24
10.0.15.82 /24

DSP & Amp

Audinate | Bringing the IT revolution to AV




Dante Discovery - Troubleshooting

What happens if some devices are mistakenly out of the LAN range?

, ROUTER 192 168 O 91 /24
1921680101 /24 Beam Forming Ceiling Mic

Dante Controller § ’7 192.168.0.92 /24

iii‘ 192.168.0.93 /24

/

10.0.15.81 /24
10.0.15.82 /24

SWITCH

DSP & Amp

Zoom Conferencing

MDNS discovery still populates core device info — multicast is not dependent on LAN range.
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Dante Discovery - Troubleshooting

What happens if some devices are mistakenly out of the LAN range?

| Q ROUTER 192.168.0.91 /24
1921680101 /24 ) Beam Forming Ceiling Mic

Dante Controller

& . 192168.0.92/24

iii‘ 192.168.0.93 /24

10.0.15.81 /24
10.0.15.82 /24

SWITCH

DSP & Amp

Zoom Conferencing

The unicast Dante API will gather information about devices in the proper LAN range.
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Dante Discovery - Troubleshooting

What happens if some devices are mistakenly out of the LAN range?

| Q ROUTER 192.168.0.91 /24
1921680101 /24 ) Beam Forming Ceiling Mic
Dante Controller
’7 192.168.0.92 /24

iii‘ 192.168.0.93 /24

10.0.15.81 /24 ey X m®
10.0.15.82 /24 = B 3

DSP & Amp

Zoom Conferencing

But the unicast transmission will see addresses outside our LAN and go to the router.
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Dante Discovery - Troubleshooting

e Controller - Network View

Tevice View Help

1) 2 @ %

——
EEE

@| |i|| @ | -:'al| Grand Master Clock: HuddlelUSE e

Device Model Product Dante Device Primary Primary Secondary Secondary
Name Name Version Version Lock Address Link Speed Address Link Speed
ConferenceMic ATHDS 71 1.0.0 4.0,10.2 |:| 10,11.10,131  100Mbps M/A M A
HuddleMic ATHDS 71 1.0.0 4.0.10.2 |:| 10.11.10.189  100Mbps M A M A
HuddleUSE

Portland-Conf-RM  Dante Virtual Soundcard  4.0.4.4 4.0.4.4 [] 10.11.10.9 1Gbps M/A M/A

W

P s L Unmanaged Multicast Bandwidth: 0bps Eventlog: l Clock Status Monitor: [




Dante Discovery - Troubleshooting

192.168.0.91 /24

Beam Forming Ceiling Mic

& . 192168.0.92/24

iiq 192.168.0.93 /24

Zoom Conferencing

Subscribe to
224.0.0.251:5353

192.168.0.81 /24
192.168.0.82 /24

DSP & Amp




Dante Discovery - Troubleshooting

What happens if Dante Controller is mistakenly out of the LAN range?

, ROUTER 192 168 O 91 /24
10015101 /24 Beam Forming Ceiling Mic

Dante Controller § ’7 192.168.0.92 /24

iii‘ 192.168.0.93 /24

/

192.168.0.81 /24
192.168.0.82 /24

SWITCH

DSP & Amp

Zoom Conferencing

MDNS discovery still populates core device info — multicast is not dependent on LAN range.
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Dante Discovery - Troubleshooting

What happens if Dante Controller is mistakenly out of the LAN range?

| Q routes 192.168.0.91 /24
100 15 101 /24 ' x Beam Forming Ceiling Mic
E x @ » 192168092/24

192.168.0.81 /24 —mmmmy X ouen X iii‘ 192.168.0.93 /24

192.168.0.82 /24 W= = .
Zoom Conferencing

Dante Controller

DSP & Amp

But the unicast Dante API will think these addresses are on another LAN, not inside our network.




Dante Discovery - Troubleshooting

What happens if Dante Controller is mistakenly out of the LAN range?

)(E Controller - Network View — O it
- T evice View Help

E|:| ‘__}| E| * @| |i|| $| a]| Grand Master Clock: HuddleUSE 'e

]
Ty
EEE

Device Model Product Dante Device Primary Primary Secondary Secondary
Name Name Version Version Lock Address Link Speed Address Link Speed

ConferenceMic e
HuddleMic
HuddleUSB

Portand-Conf-RM
W

P s L Unmanaged Multicast Bandwidth: 0bps Eventlog: l Clock Status Monitor: [




Dante Discovery — Troubleshooting

e Partial discovery can be interrupted by simple LAN range problems
Dante Controller may be able to tell you the LAN range the device is in.
If everything is empty, check if your computer is out of the LAN range.
Also check if Dante Controller is using the right network interface (NIC)
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Advanced Clocking, Layer 2
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Why Do We Cover Clocking?

Dante means your whole system Is
connected digitally.

This Is often the first time people work
with a digitally-connected system.

Troubleshooting: Fear and lack of knowledge
cause people to blame clock quickly.




Digital Audio Chain

Capture

N

; qﬂ_ﬂ—j _.._....

et e "‘\‘R‘—"'l\"ﬂ"l'ﬂ‘ﬂ"]

s *1-1~1-|""'\'1 :




Digital Audio Chain
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Digital Audio Chain

Capture Transmit  Process
#2




Digital Audio Chain

Capture Transmit  Process Transmit
#3
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Digital Audio Chain

Capture Transmit  Process Transmit
#3
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Clock: In Sync vs In Phase

OK: In Sync, Out of Phase

Clock 1
Clock 2




Clock: In Sync vs In Phase

OK: In Sync, Out of Phase

Clock 1
Clock 2




Clock: In Sync vs In Phase

Problem: No Sync — Buffer Overrun/Underrun

Clock 1
Clock 2




Clock: In Sync vs In Phase

Problem: No Sync — Buffer Overrun/Underrun

Clock 1
Clock 2




Clock: Propagation Delay
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Word Clock Variance (Propagation Delay)
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Clock: Propagation Delay

Word Clock Variance (Propagation Delay)
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Clock: Propagation Delay
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Clock: Buffered Distribution




Clock: Central Clock




Clock: Cyclical Reference vs Positional Pointer

|Is word clock like SMPTE time code?

SMPTE time code ——
(face of the clock)

Word Clock and SMPTE Time Code must be Word Clock ——
‘resolved”, meaning they are related and align, (pendulum)
but they are not describing the same thing.




Dante Word Clock

Dante Simplifies Configuration.
Not Just In Sync, but In Phase.



Dante Word Clock Master Election

 Automated Election Criteria:

Preferred Master

Chasing External Clock User Intervention

Best Master Clock Algorithm Automatic Process




Dante Word Clock Master Election

File Device View Help

H_J‘ 0] El *l ---i [Q_GJ[ | ; Master Clock: Y00 1-MainHall-Mixer-FoH-CL3

Device Info. Clock Status [ Network Status | Events

Clock Primary Secondary  AES67 Preferred Enable Sync
Source Status Status Status Master To External

Dante Master Master N/A @] ]
Dante Slave Passive Master | |

Dante Slave Passive N/A ]

Dante Slave Passive

Name Mute

Y00 1-MainHall-Mixer-FoH-CL3

Y00 1-MainHall-Mixer-FoH-Slot1
Y00A-MainHall-IO-Stal -Ri8D
Y021-MainHall-Amp-StL-TX5n
Y022-MainHall-Amp-StR-TX5n
Y030-DistAud-DSP-EC1-MTX5D
Y036-DistAud-Amp-EC 1-XMV4230D

Dante Slave Passive
Dante Slave Passive

Sync
[
=
L
m
[l
=
Ll

Dante Slave Passive |/A -~

P: B Multicast Bandwidth: 0bps Eventlog: | | Clock Status Monitor: | |




Dante Word Clock Master Election

 Automated E

Preferrec

ection Criteria:
Master

Chasing External Clock

Best Master Clock Algorithm

User Intervention

Automatic Process

« Synchronize “Time of Day” to sub-microsecond accuracy.

* Derive the desired audio sample rate or video frame rate.




Derrive Clocks from a Higher Resolution PTP Sync

If we have a higher resolution clock like PTP...

/ /

We can derive lower frequency clocks from it.
192kHz, 96kHz, 48kHz, 44.1kHz, 60fps, 50fps, 30fps, 25fps, 241fps, etc.

So with PTP, we have one clock master for the network — not one per
sample rate, frame rate, etc. Everything automatically derives from
(and thus is resolved to) this common PTP clock.

PTP resolution far exceeds sample rates or frame rates — the chart above simplifies the drawing so it'll fit in the resolution of the screen.
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Clock: Buffered Distribution




Clock: Central Clock




Clock: Testing Accuracy — Central Clock

Word Clock In / \ Word Clockln

Word Clock Out \ / Word Clock Out

Test results courtesy of Yamaha
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Clock: Testing Accuracy — Central Clock

Tels = Triga'd M Fos: —10.00.0s TRIGGER
Tywpe

LOuUrce
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lop
Isin
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Ll
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I
Mormal

o
CL
!

Coupling
CHZ 1.00% A 2.50 0%
f—Mlay—13 16138

Test results courtesy of Yamaha

197




Clock: Testing Accuracy — AES3

Test results courtesy of Yamaha
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Testing Accuracy — AES3

Telk - Trig'd kA Pos: —10.00us TRIGGER

Mornal

Coupling
CH2 1.00% FA 2,50 0%
r—Mavw—=13 16:40

Test results courtesy of Yamaha
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. Testing Accuracy — CobraNet

CobraNet

Test results courtesy of Yamaha
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Testing Accuracy — CobraNet

Telk . Trig*d M Pos: —10.00 0% TRIGGER
-

'i =lope
g e Rising

MMarmal

Coupling
CHz2 1.00% A 2.500s
—May—-13 1727

Test results courtesy of Yamaha
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Clock: Testing Accuracy — CobraNet

CobraNet

. —— L
AT e gy i
%lrwﬂm"

Test results courtesy of Yamaha
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Clock: Testing Accuracy — CobraNet

One Switch Two Switches

Telk Tl Trig*d b Pos: —10,00.us TRIGGER Telk L Trig*d b Pos: —10,00.us TRIGGER
-+

-+
Twpe I Twpe
\ Saurce Saurce
W W
=lope \ =lope

FAade FAade
Morral Moarrmal
Coupling Coupling
CHz2 1.00% P 2500= CHz 1.00% M 2500s
T—May—-13 1727 T—May—13 1723

Test results courtesy of Yamaha
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Clock: Testing Accuracy — Dante

. —— L
AT e gy i
%lrwﬂm"

Test results courtesy of Yamaha
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Clock: Testing Accuracy — Dante

Telk . Trig*d M Pos: —10.00 0% TRIGGER
-

Tywpe
Lu_--m—-ﬂ—t F_—

SOurce

lope
FAode
MMoarnnal

|

2...!'—-!

Coupling
CHz2 1.00% A 2.500s
—May-—-13 17435

Test results courtesy of Yamaha
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Clock: Testing Accuracy — Dante

Test results courtesy of Yamaha
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Clock: Testing Accuracy — Dante

One Switch Two Switches
Telk . Trig'd M Pos: —10.000s TRIGGER Telk - Trig'd M Fos: 0.000s TRIGGER
-+ -+
Twpe Tvpe
Lu._‘--hm L—a EE }
1
1
Source E source
CH1 !
=lope Slope
2 e L“"'—.FH“H“ S T T R e R e R e e P Fising
Fode MMode
Moarmnal
Coupling Coupling
CHz2 1.00% P 2500= CH2 1.00% M SO0Ns
—May-13 17438 F—May—-13 17:43

Test results courtesy of Yamaha
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PTP: Synchronizing Time

* The idea of distributing time over a network
started with British Railways

* Trains had a schedule — arrive/departure times.

* Stations on the route needed to agree on what
time it was, so trains would be “on time”.




PTP: Synchronizing Time

Set

watch Put

watch on

Set Edinburgh

station time to
watch

London Edinburgh




PTP: Sync (Time) and Follow-ups (Speed)

Sync (Set Time) - Multicast
Ref 1435:
2019 June 12
09:00:01.000325364

— Follower Sets Clock

Follow-Up (Set Speed) - Multicast Follower Adjusts Speed:
"Ref 1435: Compare elapsed time from
2019 June 12 master and local clock, then

09:00:01.000326789" slow or speed up to match.




PTP: Sync (Time) and Follow-ups (Speed)




PTP: Sync (Time) and Follow-ups (Speed)

212



PTP: Synchronizing Time

What about propagation delay?

The watch on the train continued keeping time in transit. Network packets don't.

Edinburgh




PTP: Sync and Follow-ups are Multicast

Delay Request — Multicast
Clock followers send delay

requests to the clock master,to  +— Delay Req 1066:
which the clock master responds. 09:00:02.00567283

Delay Response - Multicast Clock follower knows Tx & Rx

Delay Response 1066: timestamps of request & response,
Received: 09:00:02.001325745 mathematically averages to
Responded: 09:00:02.008564367 pinpoint network traversal times.




Clock: Testing Accuracy — Dante

One Switch Two Switches
Telk . Trig'd M Pos: —10.000s TRIGGER Telk - Trig'd M Fos: 0.000s TRIGGER
-+ -+
Twpe Tvpe
Lu._‘--hm L—a EE }
1
1
Source E source
CH1 !
=lope Slope
2 e L“"'—.FH“H“ S T T R e R e R e e P Fising
Fode MMode
Moarmnal Moarmnal
Coupling Coupling
CHz2 1.00% P 2500= CH2 1.00% M SO0Ns

r—klay—-13 1745 r—May—13 1743




Use Case Scenario

No More BNC Clock Distribution

ON AIR

In 2015, another well-known late-night night talk
show’s audio production was done 100% Dante.

Approx. 225 stage channels were distributed by
multicast, reaching up to 7 key destinations.

Cisco SG300 Switch CPU load was approx. 30%




Use Case Scenario ﬂj]m
@

IB0 Mic Ins (Studio) Z7abB Multicast Streams

B4 Mic/Line Ins (Remote) ,
%9 Buest Band “Tracks” [17 Unicast Streams

64 Monitor Mixes (37 steren)

32 Stems o00-1000 Patches

|6 Communication Lines




Use Case Scenario

= r
& Dante Controller - Device View (YO00-PA-HOUSE) % Dante Controller - Clock Status
File Device View Help File Help
x r ] — =
2[ ﬁ } ﬁl @\ poNSEAHRIE EE— History
|| Receive | Transmit | Status | Latency | Device Config | Network Config | Rsan:
Y003-MUSIC-HOUSE @ 1 msec '
1000
Setting:
1 1000
100 Peak:
395 usec [ 375 usec
Average: |
10 356 usec [ 357 usec
Late:
o/o0 100
1 Duration:
Mute Status:
=2 00:02:34
§ Unmuted
+ Sync Status:
0 Llatency 0.5 1 L“kedl ——
YOOA-Yamaha-Ri03224-D-04c642 @ 1 E,xotema o g
10
1000 Preferred:
Setting: No
1 msec Frequency Offset:
100 Peak: -21 ppm
416 usec [ 416 usec
Average:
10 386 usec [ 391 usec 1
Late:
0o/0
1 Duration:
2 00:02:34 =
a =4
g 3
0 Latency 1
YOOB-Yamaha-Ri03224-D-049378 @ 1 <0 0 40
[sove ] [Gew ] [Goee ]
—
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ARP — Address Resolution Protocol




Networking Topics for Today

Core IP Settings
DNS
DHCP/Link Local

TCP/UDP

Unicast, Multicast and Broadcast
QoS

VLAN & Trunk Implications

ENHANCE

Network Ports

Understanding Clocking

ARP, Layered Network Models
Segmenting Broadcast Domain

NEW




Switching Happens by MAC Address

Remember when we said this switches by IP?
Time to look a layer deeper...

.

192.168.0.101

| . Domain Name
= = DNS
== AREBEED ( |P Address

5@3 E ARP ( MAC Address
<

192.168.0.52 SWITCH
AA.BB.CC.DD.EE.02

=




ARP Correlates IP Addresses to MAC Addresses

| need to find the
MAC address for

192.168.0.103.

192.168.0.101
AA:BB:CC:DD:EE:01

192.168.0.102
AA:BB:CC:DD:EE:02

O0C

192.168.0.103
AA:BB:CC:DD:EE:03




ARP Correlates IP Addresses to MAC Addresses

The ARP Process

192.168.0.101
AA:BB:CC:DD:EE:01

.103

Broadcast




ARP Correlates IP Addresses to MAC Addresses

The ARP Process

. " I192.168.0.101

AA:BB:CC:DD:EE:01

1 AA:BB:CC:DD:EE:01

O0C

AA:BB:CC:DD:EE:01

2

s a

101 AA:BB:CC:DD:EE:01

AA:BB:CC:DD:EE:03

=

Unicast




ARP Review:

ARP finds the MAC Address for a requested IP Address.
They “glue” the two together.

Switches and Devices alike passively gather information
from ARP requests as they pass through the network.

ARP messages are part of the “Link Local Protocol”
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Layered Network Models & Encapsulation




Networking Topics for Today

Core IP Settings
DNS
DHCP/Link Local

TCP/UDP

Unicast, Multicast and Broadcast
QoS

VLAN & Trunk Implications

ENHANCE

Network Ports

Understanding Clocking

ARP, Layered Network Models
Segmenting Broadcast Domain

NEW




LAYERED MODELS

OSI| Model Layered Models are:

7: Application e Conceptual, not concrete
Concepts tend to last longer than concrete models.
Hardware independent, doesn’t always reflect real life.

5: Session e Helpful in designing or troubleshooting
An unplugged cable is a “Layer 1” problem.

4. Transport I'm looking for a “Layer 3” network switch.

S: INetwork e Not required skill to set up a simple Dante network

> Datalink But it Is on the Dante Level 3 Certification test.

1. Physical




LAYERED MODELS

OSI Model

7. Application
| write a letter...
(data)

5: Session
That is put in an envelope...
(datagram)

»
L
N
:
.
A
L)
A
N
K
n
L
.
N
N
&

4: Transport

o7 oy

N\ k
= INeamar With to/from addresses...

(both in MAC and IP Address)

L/ 4

aw ow ww ww aw wr dx 2z a2 2
]

2. Datalink

That goes to the postal service

1: Physical (CATS6 or fiber cable)




LAYERED MODELS

OSI Model Encapsulation

7. Application

Some Data

Data for the network

5: Session

4: Transport gets put in a datagram... LB oo
3: Network to/from IP Addresses... HEEBEE s
2: Datalink to/from MAC addresses. .. e e FHIFEIETEERE soveo- |

1. Physical




LAYERED MODELS

OSI Model

7. Application 7. Application

Data for the network

5: Session 5: Session
4: Transport gets put in a datagram... 4. Transport
3: Network to/from IP Addresses... 3: Network

2. Datalink to/from MAC addresses... 2. Datalink

1: Physical and is electrically sent across a cable... 1: Physical




LAYERED MODELS

OSI Model

7. Application 7. Application

and data is given to an application

5. Session 5. Session
4: Transport with all data packed in a datagram 4. Transport

3: Network which has an IP 3: Network

2. Datalink that came from a MAC address 2: Datalink

1: Physical converted from electricity to logic 1: Physical




LAYERED MODELS

OSI Model

7. Application

If you are a designing a computer application, you
probably care about the higher levels of the model.

5: Session

4: Transport

If you are a network engineer, you probably care more

2: Datalink about the lower levels of the model.

3: Network }

1. Physical




LAYERED MODELS

OSI| Model In the work we'll do. .. TCP/IP Model

7. Application

We can do without high level detalil. Application

5: Session

4: Transport Transport

3: Network

2. Datalink
We like detall at lower level. Network Access

Internet Layer

1. Physical




LAYERED MODELS

OSI Model TCP/IP Model
7. Application
Application
5 Session Neither model is perfect. But if we
focus on the bottom three layers of the
4: Transport OSI| model, we'll get what we need. Transport

3: Network Internet Layer

2. Datalink
Network Access
1. Physical




LAYERED MODELS

OSI Model

(Lowest Three Layers)

3: Network

_ Layer 1 refers to the cable and the electrical signal on it.
2. Datalink

- Is it plugged in?

- Is the cable broken, problem with impedance, etc?

1: Physical - Is there electro-magnetic interference on copper?

- Is there light or dirty ends on the fiber optic cable?




LAYERED MODELS

OSI Model

(Lowest Three Layers)

Layer 1 refers to the cable and the electrical signal on it.

/ - Is it plugged in?

- Is the cable broken, problem with impedance, etc?

1: Physical - Is there electro-magnetic interference on copper?

- Is there light or dirty ends on the fiber optic cable?




LAYERED MODELS

OSI Model

(Lowest Three Layers)

3: Network @ Managed by IP Address

ROUTER

E Managed by MAC Address

SWITCH

2. Datalink
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Segmenting the Broadcast Domain




LAYERED MODELS

OSI Model

(Lowest Three Layers)

Layer 3 = Router

Passing data from one LAN to another
Unicast only

No Multicast passes (there are workarounds)

ROUTER
No Broadcast passes

3: Network

Layer 2 = Switch

> Datalink Passing data within a LAN

Unicast, Multicast, Broadcast allowed

SWITCH




LAYERED MODELS

OSI Model

(Lowest Three Layers) Each VLAN should have a designated IP Subnet.

3: Network 192.168.1.1 @ 192.168.2.1

ROUTER

192.168.1.0 /24 192.168.2.0 /124

SWITCH SWITCH

2. Datalink

é SWITCH




A Meeting Space w/ Airwalls is analogous to VLANSs in a Network...




BROADCAST TRANSMISSION

Broadcast Messages are one to all Messages

Broadcast message




t
Q
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O ®©
g8
me
=

Broadcast
message

Broadcast
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Surely there is a better way to deal with this?
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OSI Model

(Lowest Three Layers)

3: Network

VLANSs segment broadcast domains (Layer 2).

2. Datalink

SWITCH SWITCH é SWITCH




OSI Model

(Lowest Three Layers)

o el Separate IP subnets are designated to each VLAN.

192.168.1.0 /24 192.168.2.0 /124

SWITCH SWITCH

2. Datalink

é SWITCH




OSI Model

(Lowest Three Layers)

A router can then link devices between broadcast domains (VLANS).

3: Network 192.168.1.1 @ 192.168.2.1

ROUTER

192.168.1.0 /24 192.168.2.0 /124

SWITCH SWITCH

2. Datalink

é SWITCH




What is a Layer 3 Switch?

OSI Model

(Lowest Three Layers)

. Network
Routers | If switching traffic occurs at

Layer 2, the what exactly is a
“Layer 3 Switch™?

. Datalink
Switches




What is a Layer 3 Switch?
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What is a Layer 3 Switch?

Recall when we talked about gear consolidating?

4 WAN

@ - -~

SWITCH




What is a Layer 3 Switch?

OSI Model

Lowest Three Layers “ . ” ..
( o) A “Layer 3 Switch” has routers inside.

3: Network 192.168.1.1 @ 192.168.2.1
Routers

ROUTER

192.168.1.0 /24 192.168.2.0 /124

SWITCH SWITCH

2. Datalink
Switches

é SWITCH




What is a Layer 3 Switch?

OSI Model

Lowest Three Layers “ . ” ..
( o) A “Layer 3 Switch” has routers inside.

. Network 192.168.1.1 @ 192.168.2.1
Routers

ROUTER

192.168.1.0 /24 192.168.2.0 /124

. Datalink
Switches

SWITCH SWITCH




What is a Layer 3 Switch?

OSI Model

(Lowest Three Layers)

. Network
Routers

. Datalink
Switches

192.168.1.0 /24

A “Layer 3 Switch” has routers inside.

192.168.1.1 @ 192.168.2.1

ROUTER

fA

192.168.2.0 /124

VLAN

VIRUTAL
TRUNK

VLAN




What is a Layer 3 Switch?

OSI Model

(Lowest Three Layers)

. Network
Routers

. Datalink
Switches

This is often referred to as a “Router on a Stick”.

192.168.1.1 @ 192.168.2.1

192.168.1.0 /24

ROUTER

fA

192.168.2.0 /124

VLAN

VIRUTAL
TRUNK

VLAN
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Advanced Clocking, Layer 3




Some Clocking Challenges:

Can the Master Clock sync all devices?

Studio Technologies 5401 “Dante Master Clock”

Ultimo
Broadway
Brooklyn 11

PCle Card

HC

Dante AV

DVS

Dante Via

0x4 2x2 4x0
16x16
64x64
128x128
512x512

V: 1x0 or Ox1
A: 8x8
64x64

16x16/pgm
32x32 total

16

32

128

> <
ENG

16

O00O0

Dante Maximum Flows Redundant | Cloc
Interface Channels Mas

k
ter
<20
O
0 <250
o
o

v

o

Dante Domain Manager can arrange clocking trees to support over a thousand
Dante devices, so one device does not have to synchronize all others directly.
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Redundant Networks




Redundant Networks

e Redundant Networks Are Both Full Time
Dante does not “fail-over” — it naturally has two opportunities to get the data through.
This is why we have seamless recovery if a network fails.
This is a consideration for bandwidth, especially if trunked together.




Redundant Networks — Both Run Full-Time

é ! 5 Mic Preamp

SWITCH

SWITCH

PA Amplifier




Redundant Networks — Both Run Full-Time

SWITCH

Mic Preamp

PA Amplifier

AN

SWITCH



Redundant Networks — Both Run Full-Time

& Mic Preamp

SWITCH

SWITCH

AN

PA Amplifier




Redundant Networks

e Redundant Networks Are Both Full Time
Dante does not “fail-over” — it naturally has two opportunities to get the data through.
This is why we have seamless recovery if a network fails.
This is a consideration for bandwidth, especially if trunked together.

e Redundant Networks Must be Isolated (Broadcast Domain)

Both networks use PTP for Clocking in the same IP range.
To achieve redundant clocks on each network, each network must be isolated from each other.

e Common Failure — Connected Redundant, Configured Switched
To avoid this problem, bring up one network at a time.
Check that all devices are in redundant, and all expected connections can be made.
Then bring up both networks, and simulate failures on devices.




Redundant Networks — How Much Redundancy?

Stage FoH Delay Towers

PRIMARY PRIMARY
SWITCH SWITCH

VLAN P/S
E E E .

SECONDARY SECONDARY VLAN P/S
SWITCH SWITCH SWITCH

VLAN P/S

SWITCH

Full Redundancy - Cable Redundancy
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Design & Troubleshooting




Troubleshooting: Oddball Issues To Know

OS-X Running Virtual Soundcards

Problem:

Dante Virtual Soundcard cannot get clock.

Symptoms:

DVS Shows “Listening” in Dante Controller.
Network is using IGMP Snooping.

1000BO000 -




Troubleshooting: Oddball Issues To Know

OS-X Running Virtual Soundcards

Problem:
Dante Virtual Soundcard cannot get clock.

Solution:

Either turn off IGMP Snooping, manually
forward PTP or “Forward All Multicast”.

1000BO000 -




Troubleshooting: Oddball Issues To Know

IMac, Mac Mini, MacBook, etc.

Problem:

Built-in Ethernet may not be serviced often
enough for Virtual Soundcards (DVS, Via, etc.)

Symptoms:
Other network devices perform normally.
Only Virtual Soundcard Latency is inconsistent.

1000BO000 -




Troubleshooting: Oddball Issues To Know

IMac, Mac Mini, MacBook, etc.

Problem:

Built-in Ethernet may not be serviced often
enough for Virtual Soundcards (DVS, Via, etc.)

Solution:
Use a Thunderbolt to Ethernet Adapter.

P
000958000 »"000




Troubleshooting: Gathering Information




Troubleshooting: Defining the Problem

In order to solve a problem,
you must first define It.

What doesn’t work?




Troubleshooting: Defining the Problem

AUDITORIUM

£ Connectivity

@ C I O C kl n g 9 Enrolled devices
_ . Status
e~0 SUbscriptions & Gonrciivil

® Clocking
® Subscriptions

J)» Latency s




Troubleshooting: Solving the Issue

Powered on, plugged in and ports lighting up?

£ Connectivity

Plug directly into device or use another switch.

Duplicate IP Address or Dante Name

Validate path for discovery/communication.




Troubleshooting: Solving the Issue

Changing Clock Masters:

@ CIOCk| ng Evaluate Dante Controller Clock Histogram

& Follow Dante Domain Manager Clock Tree:




Troubleshooting: Solving the Issue

Can the Master Clock sync all devices?

Dante Maximum Flows Redundant | Clock
Interface Channels Master
Ultimo 0x4 2x2 4x0 =20
C I k . Broadway 16x16 16
@ O C I n g Brooklyn Il 64x64 32 <250
PCle Card 128x128 32
HC 512x512 128
Dante AV V: 1x0 or Ox1 V:1
A: 8x8 A: 4
DVS 64x64 16

Dante Via 16x16/pgm 8
32x32 total

Dante Domain Manager can arrange clocking trees to support over a thousand
Dante devices, so one device does not have to synchronize all others directly.




Troubleshooting: Solving the Issue

Studio Technologies 5401 “Dante Master Clock”




Troubleshooting: Solving the Issue

Virtual Interfaces (e.g. - DVS, Dante Via)

Is CPU servicing virtual interface often enough?

OS-X w/ built-in network port?

OS-X and switch w/ IGMP snooping?




Troubleshooting: Solving the Issue

Is QoS Set Correctly?

@ CIOCkl ng Are Device or Trunk Links Saturated?

Other Traffic Skewing Clock




Troubleshooting: Solving the Issue

& Dante Controller - Device View (Y001-Yamaha-QL1) — O x
File Device View Help
S8 @ < al Y001 Yamaha-QL1_J0 «*

Receive Transmit Status Latency Device Config  Network Confia  AES67 Config

rRename Device

Y00 1-Yamaha-QL1

Apply

rSample Rate

Sample Rate: |48k ~

-Clocking

rEncoding

Preferred Encoding: | PCM 24 -

rDevice Latency

Latency: | 1.0 ms:

Unicast Delay Reguests: Disabled -

Reset Device
Reboot




Troubleshooting: Solving the Issue

Dante Controller Shows the Nature of the Problem

Working Subscription

Q Cannot Locate Transmitter on Network

e~0 SUbscriptions

® Something is wrong with the Stream




Troubleshooting: Solving the Issue

| @ Dante Controlier - Device View (YO01-Yamaha-CL1) - o X

|
|Eile Deace View Help |
Sl ® < b V001 - Vaneaha -Gt @
|
Receve Traromt Ststus Latercy Device Config Metwork Config  AESE7 Config [
ATHDSE77-8058ba © 1 msec 2
10200 =
[ Sattng
200 5. 1 msec
| [ Peak:
| 375 usec
100 Aversge
I 354 usec
0 Late:
| :
| Duratior
- 1 s 021131
j |
0 Latercy o4 1
ATHDI71-WhiteBoard @ 1 msec
10000 =
m et
%00 & 1 msec
Pok:
37% usec
100 r Average
I l 354 usec
» . Late:
°
Duraton
¥ 1 I ox11:31
3
i
o latecy 0.8 1
AVIOUSS-507e4a @ 1 msec
10000 .
ﬂl Settng
%00 - 1 mett
l Pesk:
375 usec
’ 100 1 Average:
I 374 usec
® - Late
[ °
| Durater:
g 1 M‘ - azi1:n
0 Latercy 0.5 1 v
Save Tear
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Next Steps




TAKE THE LEVEL 3 TEST

http://www.audinate.com/certify

« Create an Audinate account if you
don’t have one

* Login to your account
« Take Level 3 test
« Certificate is automatically generated
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Thank You

Augusto “Gus” Marcondes

Technical Training Manager EMEA
augusto.marcondes@audinate.com
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